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Introduction 

Cloud computing is an advanced type of technology that helps to manage, access, and store data. It is also known as 

Server-less technology and the data can be anything like an image, Audio, video, documents, files, etc. Cloud 

computing has recently gained popularity and is developed into a major trend in IT sector. Cloud computing is a whole 

new technology. The term Cloud Computing is the on-demand availability of computer system resources, especially data 

storage (cloud storage) and computing power, without direct active management by the user. It is the development of 

distributed computing, parallel computing, grid computing, and is the combination of Virtualization, Software-as-a-

Service (SaaS), Utility computing, Infrastructure-as-a-Service (IaaS) and Platform-as-a-Service (PaaS). 

 

It is a model to enable on-demand access to data storage space, network, computer processing power. It heavily relies on 

sharing computing resource rather than having local server or personal devices to handle applications. Cloud computing 

is in high demand due to its high: 

 computing power , 

 performance, scalability , 

 accessibility as well as availability.  

 

Cloud computing allows a network of remote server hosted over the internet to store, Cloud storage is a cloud computing 

model that stores data on the Internet through a provider (cloud computing) who manages and operates data storage as a 

service. 

 

Many research papers are available highlighting the concept of cloud computing but in this review paper emphasis is 

laid for the security issues attached with cloud computing. 
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Cloud computing is the on-demand availability of computer system resources, especially 
data storage and computing power, without direct active management by the user. 
Large clouds often have functions distributed over multiple locations, each location 
being a data center. It is the development of distributed computing, parallel computing, 
grid computing and virtualization technologies which define the scenario of a new era. 
“Cloud Computing” offers service to its user on demand over the internet. It increases 
capacity and capabilities of organization without investment in training and 
infrastructure. Actually, it represents a shift away from computing as a product that is 
purchased, to computing as a service that is delivered to consumers over the internet 
from large-scale data centres – or “clouds”. Cloud computing provides us online data 
storage and infrastructure required for our application. It stores the data in the 
environment security has become the major obstacle which is development on cloud 
environment. In the cloud computing the main concern is security during upload the 
data on cloud server. Data storage in server attracted incredible amount of 
consideration in different communities. This review paper is an attempt to highlight the 
security issues of data storage and also explores the concept of cloud architecture. 
Secondary data from books and available internet resources were used for this paper. 
This paper concludes that Establishing trust is the way to overcome these security issues 
as it establishes entities relationship quickly and safely. 

https://en.wikipedia.org/wiki/Computer
https://en.wikipedia.org/wiki/System_resource
https://en.wikipedia.org/wiki/Cloud_storage
https://en.wikipedia.org/wiki/Computing_power
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Fig 1 : Cloud Storage Environment 

Cloud Service Model:- 

 

 

 

 

 

 

Fig. 2: Cloud Service Model 

(A) Software as a service (SaaS):- In it which the Service providers let the clients (users) use the application they’ve 

built. The clients then are charged for using the application to access the application, all the client needs is an 

internet connection, a web browser. 

 

In it everything is managed by the service provider. The platform, data, servers, storage, networking, etc. and it 

does not require any downloads or installations in existing system. It makes easier for clients to use the software 

without having to worry about its maintenance or updates. 

 

(B)  Platform as a service (PaaS):- The service provider provides the consumer with a platform to deploy their 

applications without worrying about the storage and infrastructure.  It provides a virtual runtime environment to 

develop and test Google App Engine. 

 

(C) Infrastructure as a service (IaaS):- provide the whole infrastructure (virtual machines), which you can configure 

according to your needs. Infrastructure like storage, computing power etc is provided to the users through 

virtualization.  

 

Advantages of Cloud Services 

Easier Implementation: Cloud services provide user the right resources to start building your applications and can be 

deployed and made available anywhere around the globe. 

 

Scalable: Resources can be scaled up or down as and whenever necessary because the cloud never runs out of space or 

compute.  This need arises in case when there is heavy traffic in web application than more resources are required to 

handle users.  

 

Low maintenance Cost: There is no/low maintenance associated with cloud services as you only rent the necessary 

hardware, which is owned and maintained by the service providers.  

 

Easy to Collaborate: It is easier to collaborate with multiple people virtually, irrespective of their geographical location. 

As user applications are on the cloud and can be accessed from anywhere,  
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Auto Updates: Cloud service providers maintain the software installed on the machines on the cloud servers; you will 

always have the updated version for your use. 

 

Disadvantages of cloud computing services are: 

 The biggest disadvantage of Cloud computing comes with a security challenge  As we know that Cloud 

computing uses the virtual computing technology personal data may be spread at various virtual data centers 

rather than in the same physical location, users may leak hidden information when they are accessed cloud 

computing services.  

 

 The cloud servers experiences downtimes and slowdowns as our local server hence trustworthiness comes into 

picture. 

 

 It does not allow users to physically possess the storage of the data, leaving the data storage and control in the 

hands of cloud providers so users don’t have complete freedom. 

 

 Compliance to regulations pertaining to the storage and use of data requires regular reporting and audit trails.  

 

Security Issues in Cloud Computing 
Regardless of the services and advantages that Cloud Computing provides it is always susceptible to some security. 

Below are some Security Issues that a user can come across: 

 

1. Data Loss – It is also known as Data Leakage is one of the issues faced in Cloud Computing. As we know that we 

don’t have full control over our database. In case if the security is somehow broken by the hacker then the latter 

may get access to all our sensitive data and personal files. 

  

2. Interference of Hackers and Insecure API’s – When we talk about cloud and its services it means we are talking 

about the Internet.  the easiest way to communicate with Cloud is using API. So it is important to protect the 

Interface’s and API’s which are used by an external user. Few services are available in the public domain. And is 

the vulnerable part of Cloud Computing because may be accessed by some third parties. Its quite possible that 

with the help of these services hackers can easily hack or harm/access our data. 

  

3. User Account Hijacking – It  is the most serious security issue in Cloud Computing. And it enables the hacker to 

have full authority to perform unauthorized activities. 

  

4. Lack of Skill – A skilled person is required to work with cloud Computing as lack of skills in many features may 

lead to serious effects. 

  

5. Denial of Service (DoS) attack – Too much traffic can lead to DoS.. Large organizations like banking sector, 

government sector, etc. When a DoS attack occurs data is lost. 

 

Conclusion 

This review paper discussed about the platforms of cloud computing technology and security issues. It also highlights the 

challenges and issues of cloud technology. In spite of limitations and the need for better methodologies processes, cloud 

computing is emerging as a hugely attractive technology, especially for large enterprises. Cloud Computing initiatives 

could affect the enterprises within two to three years as it has the potential to significantly change IT Sector totally 

Establishing trust is the way to overcome the security issues as it establishes entities relationship quickly and safely. 

These issues mentioned above will be the research hotspot of cloud computing. 

 

Future Scope of Cloud Computing/Recommendation 

 A professional with appropriate training and knowledge in both technical and managerial fields is required. 

With the advent and popularization of Cloud computing in enterprise sector there is an exponential rise for the 

demand of IT professionals. 

 Large pool of career path is available in cloud computing as Cloud architects, Cloud engineers, Cloud security 

experts, Cloud developers, Cloud support analysts to name a few. Similar to all other IT jobs, jobs in the Cloud 

Computing stream involve considerably high pay packages. Even the entry level jobs receive fat pay packages, 

making the sector more lucrative for ambitious professionals. 
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